Bemidji State University Wireless Instructions

Student Windows Vista
I Connecting to BSU wireless network requires your Directory username and

password, and proper configuration of your computer. Please contact Technical
Support in Deputy 161 with a valid BSU ID to obtain your username and password
or receive assistance in setting up wireless for you.

By connecting to BSU wireless you are agreeing to abide by the following policies:
Student Network Use Policy
http://www.bemidjistate.edu/students/handbook/policies/campus/network_use.cfm

MnSCU Acceptable Use of Computers and Information Technology Resources
http://www.mnscu.edu/board/policy/522.html

1. Click on Start > Connect to and click on Set up a connection or network. Under Choose a
connection option click on Manually connect to a wireless network
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2. At the Manually connect to a wireless network dialog box enter the following information and verify
Start this connection automatically is checked and click Next
Network name: BSU
Security type: WPA2-Enterprise
Encryption type: AES
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Enter information for the wireless network you want to add

Metwork name: BSU

Security type:

Encryption type: AES -

Security Key: Hide characters

Start this connection automatically

[C] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
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3. Click on Change connection settings at Successfully added BSU

) % Manually connect to a wireless network

Successfully added BSU

* Connectto...

Open the "Connect to a network” dialog so I can connect.
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“ Change connection settings

Open the connection properties so that I can change the settings.
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4. Atthe BSU Wireless Network Properties dialog box on the Connection tab verify Connect
automatically when this network is in range is checked. Click on the Security tab and under Choose
a network authentication method: it should be Microsoft: Protected EAP (PEAP). Verify there is a
check mark by Remember my credentials for this connection each time I’m logged on. Click on

Settings
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Mame: BSU
SSID: BsU
Metwark type: Access paint

Metwork avalability: Al users
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Security type: [WPAZEnberprise

Encryption type: [AES

Chgose a network authentication method:

[Microsoft: Protected EAP (PEAP)
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Advanced settings

5. Verify Validate server certificate is checked. Under Select Authentication Method: it should be
Secured Password (EAP-MSCHAPV2, verify Enable Fast Reconnect is checked and click
Configure... On the EAP MSCHAPV2 Properties dialog box UNCHECK Automatically use my
Windows logon name and password (and d&ain if any). Click OK and OK again.

Protected EAP Properties

When connecting:

[V]¥aldate server certificate]

D Connect to these servers:

Trusted Root Certification Authorities:

[] Bemidji State University Certificate Authority

[ Class 3 Public Primary Certification Authority

[ Entrust.net Certification Authority (2048)

[ Entrust.net Secure Server Certification Autharity
[ Equifax Secure Certificate Authority

[] Globalsign Root CA

[ GTE CyberTrust Global Roat -
] m r

lem | »

D Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Ser:ured password (EAP-MSCHAP w2) 'I [ Configure...

.

EAP MSCHAPYZ Properties

=)

When connecting:

Enable Fast Reconnect

[] Enforce Netwark Access Protection

[] Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy

D';Jassword (and domain i amy).

P tomatically use my Windows logon name and :




6. Click OK out of BSU Wireless Network Properties box and try to connect to BSU.
7. This will then bring you back to the Connect to a network dialog box. Click on BSU and then click

Connect
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8. The Additional log on information is required to connect to this network dialog box will appear.
Click on Enter/select additional log on information.
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Additional log on information is required to connect to this network.

Vou may need to select a certificate or enter 2 user name and password to connect to this
network

 Enter/select additional log on information

< Connect to a different network

Cancel

9. You will then be prompted to Enter Credentials. The username and password required here is your
directory password (also known as your MyBSU/Portal/Novel login) Leave the Logon domain: blank.

Enter Credentials

User name: |

Password:

Logon domain:

[ OK ] [ Cancel ]

10. Click OK at Validate Server Certificate to complete the installation & connect.

Validate Server Certificate

The Root Certification Authority for the server's certificate is: -
Entrust.net Certification Authority (2048)

If this is the correct certificate, dlick OK to connect and you will not see

this message again. Click CANCEL to drop connection.
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